Connecting to the Campus Wireless Network (Windows

Vista)

1. Right-click on the icon for Wireless Connections in the system tray in the lower right- hand corner of the desktop.

2. Click Network and Sharing Center
3. Click Manage wireless networks from the Task menu
4. Click +Add

5. Click Manually create network profile

6. Type pirate for Network Name, select 802.1x for Security type, click Next

[] Start this connection automatically

[T Connect even if the netwerk is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ — | =] & 1
@ o' Manually connect to a wireless NEIWDIK s -
Enter information for the wireless network you want to add
Metwork name: pirate
Security type: B02.1x -
Encryption type: WEP
Security Key/Passphrase: Display characters

[ Mext ]l Cancel

7. Click Change Connection Settings

8. Select the Security tab

pirate Wireless Network properties )

Cormection | Security

Sgrurity type: |s02.1x -

Encrypban type: [v.«EF' vJ

Chgose a network authentcabon method:
|Protected EAP (PEAP) v|| getings... |

[# Cache user information for subsequent connections
“to this netwark




9. Click Settings...

Protected EAP Properties ﬁ

When connecting:

[¥]#alidate server certificate!

[ | Connect to these servers:

Trusted Root Certification Autharities;

[7] class 3 Public Primary Certification Authority

[7] Entrust.net Secure Server Certification Authority
[7] GTE CyberTrust Global Root

[7] Microsoft Root Autharity

[7] Microsoft Root Certificate Authority

[] Thawte Timestamping CA

I:_' Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

ISecured pasaward (EAP-MSCHAP v2) "] | Configure. .. |

[/ Enable Fast Reconnect
[ ] Enable Quarantine checks
[ | Disconnect if server does not present cryptobinding TLY

10. Click Configure...

11. Uncheck the box next to Automatically use my windows logon name and passwo rd (and domain if any) .

EAP MSCHAPv2 Properties s

When connecting:

I:]gu_rtomaticalh.' use my Windows logon name and
password (and domain i ary).

12. Click OK button to this window, and each other property window that is open to close windows.

13. Once all the windows are closed, an alert will pop-up from the system tray in the lower right-hand corner. Click
anywhere in this alert.

AL« Additional information is reguired to connect to pirate.
Click to provide additional information and connect

-




14. In the window that opens, enter your university user id in the User name field. Enter your university password
in the Password field. Leave the Logon Domain blank. Click OK

15. Now you will wait while your computer establishes a connection to Pirate. Click the Wireless Connection alert
pop-up from the system try when it appears.

16. Once the validation is complete, simply click the OK button.

Validate Server Certificate T 93
-—

The Root Certification Authority for the server's certificate is:
Entrust.net Secure Server Certification Authority

If this is the correct certificate, dick OK to connect and you will not see
this message again. Click CANCEL to drop connection,

f View Server Certificate |

o [ ]

17. You are now connected.

Currently connected to:

L" southwestern.edu (pirate)
i Access: Local and Internet ﬂﬂ“
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